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Brace168 News! 
 On the 17th of July 2019, we officially became ISO27001 certified to 

ensure that “Brace168 is committed to protecting its information and 
that of its customers”. This month, Brace168 are pleased to announce 
that we have maintained our certification through passing an 
independent annual audit by Best Practice Certification. The Lead 
Auditor was thoroughly impressed with the quality of policies written, 
and the calibre of compliance with the standard in all our security 
offerings. We take pride in this achievement, as it affirms our 
commitment to our customers that we employ the best globally 
recognized security standards to protect their information. 

ISO27001 is a set of standards written by the International 
Organisation of Standardisation (ISO) to implement and maintain an 
Information Security Management System (ISMS). ISO defines an 
ISMS as “a systematic approach to managing sensitive company 
information so that it remains secure. It includes people, processes 
and IT systems by applying a risk management process.” 

If you would like to see how we can help you with Information 
Security, please let us know! 
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Prime Minister’s Address (19th June 2020) 

Firstly, cyber attacks are not new. We constantly see attacks from all over the 
world. However, what sparked the recent advisory from the Prime Minister 
was the intensity of the attacks on the 19th of June from a “state based” 
attacker. This has been a wakeup call for both the Australian government and 
private sectors, as no-one is immune from such attacks. These attacks 
exposed a large number of vulnerabilities, both technically and socially.  
 
Technically, we saw many vulnerabilities exposed that were known CVEs, being: 
 

• Telerik - CVE-2019-18935 
• Citrix - CVE-2019-19781  
• SharePoint - CVE-2019-0604  

 
Socially, we saw a massive increase in social engineered phishing attacks, preying on end users to 
click on links and download infected files. With the latest news about companies who have fallen 
victim to Ransomware and Malware attacks, such as Lion Nathan, these can be far more damaging 
than targeted technical exploitation or network based attacks such as DDoS.  
 
Areas to improve security posture include: 
 
1. Cyber Awareness Training: All users need to take cyber security seriously. The phishing attacks 

are far more sophisticated today than ever. Being aware and responsible will go a long way to 
protect business critical infrastructure.  

2. Implementing correct security products that are fit for purpose: Brace168 regularly encounters 
misconfigured security solutions that provide a false sense of security. Security is not a set and 
forget solution, but a continuous journey of improvement to stay abreast of cyber security 
obligations and vulnerabilities.  

3. Awareness of security through the environment: Having security solutions configured to 
generate alarms in the event of a cyber attempt is critical as time is of the essence. This 
incorporated into an security centric operation centre is imperative to ensure you have people 
responding to the alerts.   

4. Patch Management: Ensuring all systems and equipment has the latest security patches goes a 
long way to protect and secure customers environments.  

 
From these attacks, the Government has indicated further investment in the Cyber Security industry, 
but also increased the obligations of the private sector to improve its security position. If you haven't, 
or don’t take cyber security seriously, this may no longer be an option and now is the time to start 
improving your cyber security posture.  
 
If you need any assistance in approaching your cyber security strategy, please contact Brace168 to 
give you the necessary insights into what you can do to improve your cyber position.  
 

Brace168’s thoughts on 
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Common Vulnerabilities & 
Exposure for July 
 1. VMWare ESXi, Workstations and Fusion contain 

a use-after-free vulnerability. A malicious actor 
with local access to a virtual machine with 3D 
graphics enabled can exploit this vulnerability to 
execute code on the hypervisor from a virtual 
machine after successful exploitation. 

• CVE-2020-3962 
2. The vulnerabilities in Rejetto HTTP File Server, 

Oracle Weblogic, ThinkPHP RCE, Apache Struts, 
Laravel framework, and Microsoft Windows 
have spawned a new powerful hybrid malware, 
known as Lucifer, which targets windows hosts 
and is capable of cryptojacking and harnessing 
infected machines to perform DDoS attacks. 
Once it has infected a machine, the malware 
drops XMRig, a program used to covertly mine 
for the Monero (XMR) cryptocurrency. 

• CVE-2014-6287 
• CVE-2017-10271 
• CVE-2018-20062 
• CVE-2019-9081 
• CVE-2017-9791 
• CVE-2017-0144 
• CVE-2017-0145 
• CVE-2017-8464 

3. Use after free in WebAuthentication in Google 
Chrome prior to 83.0.4103.97 allowed a remote 
attacker who had compromised the renderer 
process to potentially perform a sandbox escape 
via a crafted HTML page. This vulnerability is just 
another example of the dangers of using Google 
Chrome. While it is the most popular browser, it 
is more prone to vulnerabilities, namely through 
Chrome plugins and extensions, but this 
vulnerability is in the standard browser. 

• CVE-2020-6493 

Score: 9.3 - Critical 

Likelihood: Medium – This vulnerability requires 
local access, making it more difficult for an external 
threat actor to exploit the attack. However, insider 
threats can arise from your employees both 
accidentally and intentionally. If you know that 
your virtual workstations have 3D graphics enabled 
or you are unsure, then this vulnerability is of 
paramount importance. 

Recommendation: Immediately disable 3D 
graphics on all virtual workstations and update 
ESXI, Workstations and Fusion to the latest version. 
Brace168 can host your virtual workstations for you 
so you no longer need to worry about being 
exposed to these vulnerabilities. 

Score: 9.8 - Critical 

Likelihood: High – Not only has this vulnerability 
been exploited, there are active campaigns targeting 
Windows hosts in the wild with a clear motive of 
cryptocurrency mining. While patches are available 
for all known exploits, the vulnerabilities are trivial 
to exploit for out of date systems. 

Recommendation: Anti-malware is a necessity, but 
is not always up to date with the latest forms of 
malware. Review the capabilities of your anti-
malware solution because it may not be the most 
comprehensive or capable. A full incident response 
process is needed to ensure an infection is detected, 
and lateral movements are prevented. Make sure 
any systems listed are up to date. If you need help 
with a full anti-malware solution, please contact us! 

Score: 9.6 Critical 

Likelihood: Medium – Chrome vulnerabilities are 
always easy to exploit and commonly exploitable. 

Recommendation: While all browsers have 
vulnerabilities, Google Chrome poses a strong threat 
to your business with a compromise being likely. Use 
another browser like Firefox instead. 


